[Mpunoxenune Ne 2
K TexHuueckoMmy 3a1aHHIO
Ha OKa3aHUE FOCYAapPCTBEHHBIM W MYHHIUIIAIEHBIM 00pa30BaTEIbHBIM
OpTaHM3aIIAM, PEATU3YIONIIM 00pa30BaTeIbHBIC TPOTPAMMBI OOIIET0
00pa3oBaHUs U CpeaHEero npodeccuoHarsHOro 00pa3oBaHus (Hanee —
o0pa3oBaTebHBIC OPTraHU3ALNH ), H30UPATEIBHBIM KOMICCHSIM CYOBEKTOB
Poccuiickoii denepanyy 1 TeppUTOPUATEHBIM N30UPATEIHHBIM KOMUCCHUSIM
(manee — n30UpaTeIbHBIE KOMUCCHH), PACIIOI0KEHHBIM Ha TEPPUTOPHSIX
cyonextoB Poccuiickoit @enepannu (3a uckiouerneM PecryOmuxu Kpsim
u r. CeBacromnoiisi) (C y4eToM MOTPeOHOCTEH yKa3aHHBIX TOJIb30BaTEIICH ),
YCIIYT 1O NMPEJOCTaBICHHIO C UCIOIB30BAHUEM EIMHOM CETH Nepeiau JaHHBIX
JOCTYyTa K TOCYJapCTBEHHBIM, MyHHUIIMIIABHBIM, HHBIM HH(OPMAIIHOHHBIM
CHCTEMaM U K HH(QOPMaIIMOHHO-TEIEKOMMYHHKAMOHHOH ceTn «MHTepHEeT»
(manee — cetp «HTEpHET»); 1O NIEpeiade JaHHBIX MPH OCYIIECTBICHUN
JOCTyTa K TOCYJapCTBEHHBIM, MyHHUIIUIIAIBHBIM, HHBIM HH(OPMAITHOHHBIM
cucTeMaM U K ceTH «VHTepHeT»; 1Mo 3aIIuTe JaHHBIX, 00padaThIBaEMBbIX
" niepeaaBacMbIX MMPU OCYHICCTBJICHUN JOCTYIIA K TOCYAapCTBCHHBIM,
MYHUIUNIAJIbHBIM, HHBIM I/IH(i)OpMaHI/IOHHI)IM CHUCTEMAM U K CETHU ((I/IHTCpHeT»;
1o 00ecHeYeHUI0 OrpaHIYEHNUs I0CTya K HHOPMAIUH, paclipOCTpaHEHUE
kotopoii B Poccuiickoii deneparyn 3anpenieHo, 1 K MHOOpMaLUH,
MIPUUUHSIONIEH Bpell 3/J0pPOBBIO U (UJIN) Pa3BUTHIO JETEH, CollepKaIiecs
B ceTH «MHTEepHET», U1 00pa30BaTeNbHBIX OPTraHU3aIMi; 10 MOHUTOPHHTY
1 oOecTieueHHI0 6e30ITaCHOCTH CBSI3H IIPH IIPEAOCTABICHUH IOCTYIa
K TOCYIapCTBEHHBIM, MYHHIIUIIAIEHBIM, HHBIM HH()OPMAIMOHHBIM CHCTEMaM
u K cetn «HTepHeT»; 0 OpraHu3alyH MOJKITIOYCHIUS K eINHOI ceTn
Tepeiauy JaHHBIX 00pa30BaTEIbHBIX OPraHU3ALNNA U N30MPaTENBHBIX
KOMHCCHﬁ, IO nepeave AaHHbIX MMPU OCYHICCTBICHUN NJOCTYIIAa K 9TOM CeTH

IIporpaMmma 1 MeTOAMKA UCTIBITAHU I

|. IIporuexypa npoBeieHUs UCHBITAHUI

1. 3aKa3uWK OCYIIECTBIIIET MPOBEPKY HAIWMYMS Yy MPEICTABUTEIS
HcnonHuTens cneayomux 10KyMEHTOB:

— KoIMs ['ocy1apCTBEHHOIO KOHTPAKTA € MPUIIOKEHUAMH.

2. B ciaydae oTCyTCTBUSA JOKYMEHTOB YKa3HBIX B MyHKTE | T1aBsl [ 3akazunk
MPOBOAUT MEPOIPUATHS, YKa3aHHbIE B 1. 3 T1aBbl . AKT MpoBepKkH OKa3aHus Y CIIyT
(ITpunoxxenne Ne 3 k TexHnueckOMy 3aJJaHUIO) HE TMOIUCHIBACTCS 0 YCTPAHEHUS
3aMEUYaHUM.

3. 3aka3yuKk MPOBEpsiICT KOMIIOHEHTHI YCIyr corjacHo riaBbl |l Ha
COOTBETCTBUM TpeOoBaHUsIM TexHuueckoro 3ananus. [IpoBepku mpoBoOasATCA
corsjacHo riase V.



4.

MOJANMKUCHIBACTCS AKT TMPOBEPKU OKazaHus Ycayr (mpusiokerue No

B cnydae orcyrcrBus

TexHrUuecKOMY 3aJIaHUIO).

Llenbro

3aMEYaHUld WIA TI0CJIE€ UX YCTPAHEHUs

3 K

I1.1leap nmpoBeneHUs UCIIBLITAHUI

IMPOBCACHUS HWCHBITAaHUN

ABJIACTCA

MpOBEpPKAa  COOTBETCTBUSA

MPEOCTAaBISIEMbIX Y CIYT CBSI3U M €€ KOMIIOHEHTOB TpeOOBaHMSIM TeXHHYECKOTo

3aJaHus.

CocTaB npoBepsieMbIX KOMIIOHEHTOB Y CIIYT CBSI3H:
Komnonent Ycayr cBsasu «Ilepenada nanHbix L2y;

Komnonent Ycayr cBsa3u «llepenada qaHHBIXY;

KommionentT Ycnyr «3ammra JaHHBIX);

KommnoneHnT Ycnyr «Orpanndenue 10cTyna K tHGOpMaLUN»;
Komnonent Ycayr « MOHUTOPHUHT U oOecrieueHre 0€30IaCHOCTH CBSI3H.

111.00BbEM HcIbITAHUI

HepequL IIPOBCPOK KOMIIOHCHTOB YCJ'IYF IIPUBCACH HUIKC!

Ne [IpoBepsieMblil KOMIIOHEHT Yro npoBepsieTcs
1. Komnonent VYenyr «llepenaua | OOecrieueHue mnepenayd  JTaHHBIX
JTaHHBIX» (32 uckiroueHueM Yciayru | C30 B enMHOM CeTH Tepenayu
nepenaun ganubix B BUC miis ['AC | gaHHBIX
«BbI60PBDY)
2. Kommonent  VYenyr  «3ammra | OOecrieyeHue  3alluThl  JTaHHBIX,
TAHHBIX) 00pabaTbIBaeMbIX M TEPEIaBaEMbIX
P OCYUIECTBJICHUH JIOCTyMNA IS
C30
3. Kommnonent Yenyr «Orpanuuenue | OOecrieyeHue M KOHTPOJIb JTOCTYIIA
JOCTyTa K HHPOPMAITUN M0JIb30BaTEIIEH B CE€Th «THTEpHET» C
bunbTpanmeit BXOJSIIIETO u
ucxojsmiero Marepuer-tpaduka mo
npotokosiam HTTP/HTTPS
4, Komnonent Yciyr « MOHUTOPUHT M | BIIOKMpOBKa 3amnpelieHHbIX THUIIOB
oOecrieueHre 6e30aCHOCTH CBSI3W» | B3aUMOJICUCTBUM, MOHUTOPUHT
KaueCcTBa MPEAO0CTABIISIEMBIX YCIYT U
3amuta oT DDOS arak
d. Kommionent Yemyr cBs3u | ObecnieueHne mepenadn JaHHBIX OT
«Ilepenava manHbIx L2 C30 no Touku npPUCOECTUHEHUS
ECIIJ




IV.MeTonuku TeCTUDOBAHUS

1. IIpoBenenue ucnbiTaHU KOMNOHeHTa Y cayru «llepenaya jaHHBIX»
- anemeHT «llepenaya nanubix» B BUC ¢ 3a1aHHBIMU TapamMeTpaMK KauecTBa

- JJICMCHT «Hepez:aqa JaHHBIX» B CCTh HHTGPHGT

1. BBeneunue

1.1. Hacrosimuii paznen onpenenser MOpsI0oK MPOBEACHUS HCIBITAHUN IpU

1poBepke Yciyr McnomHuTeneM B €ro 30He OTBETCTBEHHOCTH 110 IIPEAOCTABICHUIO

nocryna C30 k ceru HWurepHer/ECII, onpenenenHsix ['ocymapcTBeHHBIM

KOHTPAKTOM Ha OOBEKTE.

1.2. KoHTponupyembiMu apaMeTpaMu MOJKIFOUEHUS SIBISIOTCS:

- MPOITYCKHAsl CIOCOOHOCTH KaHaja o HanpasieHusm ot 1 k C30, enqununa

u3Mepenus — Mour/c;

— BpeMsl 3aJiepKkH [P-nmakeToB, e1MHUIA U3MEPEHUS — MC;

— Bapuaiusi BpeMeHH 3ajiepkku [P-makeToB (nanee — MKUTTEP), €IUHUIIA

U3MEPEHUS — MC;

— notepu |IP-nakeToB, equHUIIa U3MEPEHUS — POLIEHT.

1.3. KOHTpoIb NpOBOIUTCS € UCHOIB30BAHUEM HCKIIOYUTEIBHO MEPENadd U

npueMa udpoBoi HHPOPMAITUH, B CBA3U C UeM MOKa3aTeIM TOUYHOCTH U3MEPEHUN

HE YCTaHABJIMBAIOTCSI.

1.4. Pe3ynbraThl MpPOBENECHHUS] HMHCTPYMEHTAIBHOTO KOHTPOJISI BHOCSITCSA

B [IpoTokon mpoBeaenus tectupoBaHus Yciayr (manee — IIpoTokon mpoBeaeHus

tectupoBanus) (I[Tpunoxenne Ne 6 k TeXHHYECKOMY 3aJaHHIO).

2. Mertonuka npoBepku aviemeHTa «llepegaua nanneix» B BUC c 3amaHHBIMU
rapaMeTpaMy KauecTBa

2.1. 3HadeHusI ToKa3aTesel MPOMyCKHOM CITOCOOHOCTH MPOBEPSIFOTCS COTIACHO

TexHuueckomy 3aJaHUIO!



2.1.1. TpeGoBaHusi K CpeACTBAM HM3MEPEHUMN, BCIOMOTaTEIbHBIM YCTPONCTBAM,
MaTepHuaiaMm.

2.1.2. [Ipy BBHINIOJHEHUH TMPOBEPKU MPUMEHSIOT CIEIYIOUIUE CpPeIcTBa

WU3MEPEHUN, BCIIOMOTaTEIbHbIE YCTPOUCTBA, MATEPUAJIBIL:

- NEPEHOCHONW KOMMBIOTEP (HOYTOYK) C TaKTOBOW YacTOTOM HE MeEHeEe

1 I'Tu, o6bemom namsitu He MeHee 4 ['0aiit, HanuuueM He MeHee 1 mopra Gigabit

Ethernet, nanmuunem omnepamnuonHoit cucrembl MS Windows Bepcun 7 U BBIIIE

i FreeBSD/Linux (manee — HoyTtOyk);

— uHTepHeT-o003peBarens Firefox, Chrome, Opera u ux aHanoru

(CnytHuk, fAnnexc) B Bepcun He panee 2019 roga, ycranoBneHnsie Ha HoyTOyKe;

— 1O (yrunura) cmd, ycranosienHoe Ha HoyTOyke B coctaBe OC.

2.1.3. [Tpu npoBeIeHUU UHCTPYMEHTAIBHOTO KOHTPOJIst HAa HoyTOyKe MOIKHbBI

OBITh OTKJIFOYEHBl AHTHUBUPYCHBIE, MEKCETEBbIE 3KPAaHbl M MPOYME MPOrPAMMBI,

KOTOpPbIE MOTYT MPUBECTH K IMOBBIIMICHUIO 3arpy3KH LEHTPAIBHOIO IpPOLEccopa,

anb0 mepenaye JAHHBIX 10 CETHU, a TAKXKe MPEMSITCTBUIO MEpe/layd JaHHBIX 0

CETEBBIM MOpPTaM (OJIOKUPOBAHUE).

2.1.4. IP-anpec, mum03 mo ymMo4aHWIO W MacKa IOJCETH Il TPOBEACHUS

npoBepkH, ianbl |P-anpecarnuu nis C30, mapamMeTpbl MOAKIIOYEHUS (B TOM, YHCIIE

nopT Ha oOopynoBanuu VcnosHutens) npeaocTaBisioTcs VcnonHutenem mnpu

IIPOBEJICHUH ITPOBEPKHU.

2.2. MeTon v nopsiIoK MPOBEAEHUS TPOBEPKH.

2.2.1. [IpoBepka OCYIIECTBISIFOTCS € TIOMOIIBIO KOMaHIbI PiNG yTuimuTel cMd.

ITopsiiok MpoBeAEHUS TPOBEPKHU:

—  Toaxmrounts HoyrOyk k oOopynoBanuto HMcnomuutens B Touke

npucoeaunenus k ECIIJI Toro cyobekta PD, B koTOpoM MpOBOAUTCS MTPOBEPKA

—  3amyctuts yrwimty cmd na HoyrOyke;

—  Bsectu komanay ping X.X.X.X, rae X.X.X.X — IP-aapec BbIaeIeHHBIHN 151

C30 cornacuHo miana |P-aapecaruu

—  3amyCTUTh TECT



—  IIpepsats npoBeaeHue Tecta no ucreueHuu 30 cekyH/
— 3aduKcupoBaTh pe3yabTaT MpoBepku B [IpoTokose npoBeaeHus: TECTUPOBAHUS
Ycnyr. TlonokuTenbHBIM pe3yabTaToM siBIsieTcs Hamudune oTkiavnka Ha |CMP-

3amnpoc, 4TO MOJITBEPKAAET CETEBYIO HoCcTynmHOCTh C30

2. Metoanka mnpoBepku »3jemenTa «lleperaua paaHHBIX» B CceTh
HuTepHer.
2.1 VYcraHoBineHHbIe  TpeOOBaHUST K  KOHTPOJUPYEMBIM  Iapamerpam
noakitoueHust Yciyru B C30:
— CKOPOCTH Iepeaaun JaHHBIX — corjacHo TpeboBanuii T3
— IPOLIEHT MOTEPSIHHBIX MAKeTOB — He Ooiiee 5%;
— 3a/iepKKa Mepeiaun MakeToB:
— 10 MPOBOAHBIM KaHaslaM — He 6omee 250 mc;
— HAa COCTaBHBIX KaHaJaX C YYETOM HaJU4Msl OJHOTO OECIPOBOJHOTO Y4YacTKa
(0IHOTO CITYTHUKOBOTO cKauka) — He Oosiee 1000 mc.
2.2 TpeOoBaHus K cpeAcTBaM M3MEPEHUM, BCIIOMOTraTEIbHBIM yCTPOHCTBAM,
MaTepHuaiam:
221 TIlpu BHINOJHCHUH HWHCTPYMEHTAJIBHOTO  KOHTPOJS  MPUMEHSIOT
CJIEIYIONTUE CPE/ICTBA U3MEPEHU, BCIOMOTaTeIbHBIEC YCTPONCTBA, MATEPHAIIBI:
— 1 mepeHocHON KoMIbIOTEp (HOYTOYK) C TaKTOBOW 4acTOTON He MeHee |
[Tu, oobemMoM namsitu He MeHee 4 ['Gaiit, Hanuuuem He MeHee | moprta Gigabit
Ethernet, Hanuunem onepannonnoit cucremsl (manee — OC) Linux unu FreeBSD
nu MS Windows Bepcun 7 u Boiie (nanee — HoyTOyk);
- uHTepHeT-0003peBatenb Firefox, Chrome, Opera wiam wux aHajioru
(CnytHuk, Annexc) B Bepcun He panee 2019 roxa;
— [TO (yrmmurta) cmd (komMaHaHAs CTPOKA) YCTAaHOBJICHHOE Ha KaKIOM
Hoyt6yxe B coctaBe OC.
2.2.2  Tlpu mpoBeAeHUH WHCTPYMEHTAIBHOTO KOHTPOJs Ha HoyTOyke MOmKHBI

OBITh OTKJIFOYCHBI aHTUBUPYCHBIC U TIPOUYHE MPOTPAMMBI, KOTOPHIE MOTYT TPUBECTH



K TIOBBIIICHUIO 3arpy3Kd IEHTPAJLHOTO IMpoIleccopa, MO0 meperade JaHHBIX
IO CETH Mepeavn TaHHbIX.

2.3 Meton u opsiIoK U3MEpeHU

2.3.1  H3mepeHue npoITyCKHOHN CIIOCOOHOCTH KaHajla CBSI3U M BpDEMEHH 3aJIEPIKKH
IP-makeToB oOCyIIECTBISETCS IOCPEACTBOM CEpBHCA JIJII KOHTPOJS CKOPOCTH

noctyna B Uutepuet (nanee — CKCJIN) no anpecy http://speedtest.rt.ru ¢ HoytOyka,

MOJIKJIFOYEHHOTO K TOpPTy oOopynoBanusi VcmonHurtenss Ha OOBEKTE COTJIACHO
CXeMbI opranuzaruu Y cayr (puc.3).

2.3.2 HacTtpoiiku ceTeBoro mojakitoueHus Ha Hoytoyke (IP-aapec, moio3 1mo
YMOJIYaHHIO B Macka 1mojicety 3a nposepsembiii C30), miansl [P-agpecanuu 1is
C30, napameTpbl NOJKIIOUEHUS (B TOM, YHUCIIE TIOPT HA 000pYAOBaHUU

I/ICHOHHI/ITCHSI) IIpCa0CTaBJIAOTCA Hcnonnurenem IIpH IIPOBCACHUHU IIPOBCPKHU.

2.3.3  IIpoBepka MpOBOAUTHCS B CIECAYIONIEM MOPSJIKE:

— OTKpBITh B HHTEpHET-0003peBarene Ha HoyrOyke 37eKTpOHHBIN ajpec

xkenta CKCIU (http://speedtest.rt.ru).

— Ha oTkpsiBIIEliCSI B OKHE HHTEpHET-0003peBatTeis (CTpaHUIIE) HaXKaTh
Ha KHONKYy «HauaTe TecTupoBanue».
- Jloxxknatbecss ~ OKOHYAaHHMS —~ u3MepeHud  (mpumepHo 60  cexyHn)
U 3a()UKCUpOBaTh pe3ysbTaT u3MepeHuil B [IpoTokone mpoBeaeHus: TECTUPOBAHUS
VYcnyr. B kadecTBe 3HaueHUsT BpeMeHHM 3aiepKku [P-makeToB mnpuHUMaeTcs
ITOJIOBMHA OT U3MEPEHHOM KPYTrOBOM 3a1EPKKH.
- CKpUHIIOT pPE3yabTaTOB M3MEPEHUM BHecTH B IIpoTOkon mpoBeneHus
TECTUPOBAHUSA Y CIIYT.
2.34 Usmepenue mnoTepb IP-makeToB OCYIIECTBISAECTCS C MCIOJIb30BAHUEM
yrwmThl CMd B crenyromeM Hopsiike (MOPsIOK MPHUBEACH sl ONIEPAlMOHHON
cucrembl MS Windows):

ANTOpUTM U3MEPEHUS TIpolleHTa moTeps |P-nakeTos:

— 3amyctuth yrriuTy cmd Ha HoyTOyke;


http://speedtest.rt.ru/
http://speedtest.rt.ru/

— Beectu komanay ping test.ip.rt.ru, rae http://test.ip.rt.ru — 31eKTPOHHBIH aapec
B cetu «IHTEpHET» B 30HE OTBETCTBEHHOCTH McnonauTess. Pe3epBHbIN 31EKTPOHHBIN
anmpec speedtest.rt.ru

- IIpoBect Tect B TeueHun 60 CcexkyHI, HOpepBaTh NPOBEACHUE TECTa
no ucreueHnu 60 CexyHI W 3a(pUKCHUPOBATH PE3YJbTAThl U3MEPEHUS — MPOICHT
MOTEPSHHBIX TAKETOB.

— Pe3ynpTaThl MHCTPYMEHTAIBHOIO KOHTPOJs odopmuthk B IIpoTtokon
IIPOBEIECHUS TECTUPOBAHUS Y CIIyT

- CKpHMHILIOT pe3yJbTaTOB H3MEpeHUH BHeCTH B IIpoTokon mnpoBeneHus

TECTUPOBAHUS Y CIIYT.

3. IIpoBeneHne NPHEMOYHBIX HCNBITAHHI KOMIIOHEHTa Ycayr «3ammra
JTAHHBIX»
- aneMeHT « Kpunrorpaduueckas 3amura KaHaJIOB CBSI3H»
1. Beenenue
1.1 [enpro WcHbITaHUS SBISETCA MPOBEPKA BO3MOXKHOCTU IEpeAadyd MaKeTOB
JAHHBIX B paMKax 3aKpbITOro (3alMIIEHHOT0) KOHTYpa CETH U OTCYTCTBUH
BO3MOYKHOCTH I€PEJauM JaHHBIX B IPYTUE CETH.
2. TpeGoBaHusg K CpeICTBaM H3MEPEHHI, BCIOMOTaTEIbHBIM YCTPOWCTBAM,
MaTepuaiam:
2.1 [Ipy  BBINOJHEHUUM  HMHCTPYMEHTAJIBHOTO  KOHTPOJIE  MPUMEHSIOT
CJIEIyIOLIUE CPEICTBA U3MEPEHU, BCIOMOTaTeNIbHbIE YCTPONCTBA, MATEPHAIIBL:
— 1 mepeHoCHON KoMmbiOTEp (HOYTOYK) C TaKTOBOM 4acTOTON He MeHee |
[T, oobemoM mamstu He MeHee 4 ['Gaiit, Hannuuem He meHee |1 mopta Gigabit
Ethernet, Hanuunem onepaunonHoit cucremsl (aanee — OC) Linux unu FreeBSD
n MS Windows Bepcun 7 u Boite (naiee — HoytOyk);
— uHTepHeT-0003peBatenb Firefox, Chrome, Opera wim ux aHaIoru
(Cnytuk, fnnekc) B Bepcun He panee 2019 rona;
— ITO (yrmimura) cmd (koMaHgHAs CTPOKA) YCTAHOBJICHHOE Ha KaKIOM

Hoytbyke B coctase OC.


http://test.ip.rt.ru/

3 MeTton 1 OpsIIOK U3MEPEHUI
3.1 [ns mpoBepku cienyeT mnoiakiaouuTh HoyTOyk k mopTty oOopymoBaHus
WcnonauTtens Ha o00bekTe (KpUNTOMApIIPYyTH3aTOpa) M HACTPOUTH CETEBOEC
MOJIKJIFOUEHUE COTJIACHO MapaMeTPOB TaOIUIBI aapecaldy B OOIIel MoACeTH s
BbIOpanHorO (BbIOpanHbix) C30 (tuan IP-agpecanun) - aapec, Macka U 1UTIO3 10
ymonyanuto. [lnan IP—anpecanuu u mapaMmeTpsl NOJKIIOUYEHUS, OPe/IesieMbIe B
coorBercTBUM ¢ MaHoM [P-agpecatmn C30 B 3akpbhITOM KOHTYpE CETH,
npenocrasisiercsa Vcnonaurenem 3aka3uuky Mpy MPOBEICHUH TPOBEPKHU.
AJNTOPUTM NPOBEPKHU:

—  Banyctuts yrriury cmd Ha HoyTOyke;

—  Bsectu xomanmy ping test.ip.rt.ru, rae test.ip.rt.ru — 3aeKTPOHHBINA agpec B
OTKpbITOil cetn (cetnn «MHTEpHET») B 30HE OTBETCTBEHHOCTH VlcmomaHHTENS.

JlaHHBIN apec AOJKEH ObITh HEJOCTYTICH JI B3aUMOICHUCTBUSI.

— Beectm  komamgmy ping X XXX, r1me X.X.XX azpec
kpuntoMapipytuzaropa B C30. JlanHbIN agpec JOHKEH OBITh JOCTYIICH B paMKax
B3aMMOJICHCTBHS BHYTPH 3aKPBITOTO KOHTYpA.

—  PesynpTaThl MPOBENEHUS  HMHCTPYMEHTAJIBHOTO  KOHTPOJISI — BHOCSTCS

B [IpoTOKON IpOBEIEeHUSI TECTUPOBAHUS Y CIIYT.

3. IlpoBeneHme  NPUEMOYHBIX  MCHBITAHHI  KOMIIOHEHTa  YCJayr
«Orpannyenue aocryna Kk uHpopmauuu

- anemMeHT «KoHTeHTHast QrIbTpamus»
1. BBenenue

1.1. Hacrtosiuuii TOKYMEHT OINHUCHIBAET METOJAUKY MPOBEACHUS TECTUPOBAHUS

KOMIMOHEHTa Y cayr «OrpaHudeHue J0CTyna K nHpopMarmm

1.2. llenpro TpOBEIEHUS TECTUPOBAHMS SIBIICTCS IPOBEPKA COOTBETCTBHUS
KoOMITOHEeHTa Ycnyr «OrpaHudeHue joctyna K wuHpopManum» TpeOOBaHUSM
Texnuueckoro 3amanus (nmamee — T3). CoctaB mpoOBEpsIEMBIX 3JIEMEHTOB

KoMItoHEeHTOB Y ciyT « MHpopMarmonHas 6e30nacHOCThY (anee - Y CIIyTrH):



- Kommonent ycmyr «Orpanudenue ngoctyna K uHboOpManum» oOecreurnBaeT
OrpaHUYEHHE JOCTyNa K MHPOpMAINH, paclpocTpaHeHne KoTopoit B Poccuiickoii
®enepannu 3anperieHo, 1 K tHPopMaIu, HaHOCAIIEH Bpel 310POBbIO U Pa3BUTHIO
JIeTel, coaepaxkaniencs B cetu IHTepHer:

— poBepsieMblil a1eMeHT « KOHTeHTHas prutbTparusy.
2. OO0BEM UCIIBITAHUM.

2.1. B cocraB wucneiTanuii snemeHta «KoHTeHTHas GuabTpanus) BXOIUT
MpOBEpKa 1Mo 00ECIEYEHUIO M KOHTPOJIIO JOCTYIIA MoJib3oBaTesiel B ceTh MIHTepHeT

¢ puabTpanuen BXoAsaIero u ucxoasuero Muarepuer-rpaguka.
3. YcnoBus ¥ OPAIOK POBENECHUS UCTIBITAHHUMN.

3.1. [IlpoBeneHue UCHBITAHUI KOMIIOHEHTa YCIyr MPOBOAMUTCS Ha OOBEKTE, Ha

KOTOPOM OKa3bIBaeTCA Y CIIyTa.

3.2. IlpuemouHble HCHBITAHUS KOMIOHEHTa Yciuyr «OrpaHudyeHue noctyna K
UHpOpMaLTUN» HAaYMHAIOTCS pu IIOATBEPKIACHUN TOTOBHOCTH
IIPOTPaMMHO-ANNAPATHRIX CPEACTB VCMOMHUTENSA, HCIOIB3YyEMBIX B COCTaBE

MPOBEPSAEMBIX KOMIIOHEHTOB Y CJIYT.

3.3. Bo Bpems mpoBeneHUss TECTUPOBaHMS (PYHKIIMOHAIBHBIX BO3MOXKHOCTEH
CucTteMbl HY 0/IHA U3 CTOPOH HE JO0JKHA POBOJIUTH pabOThI, KOTOPbIE KAKUM-TTHOO
o0pa3oM MOTYT MOBJHUATh Ha pe3ysbTaThl HCHbITaHUM. B cimyudae kakux-mubo
OTKJIOHEHMH OT Hacroswmend [IporpamMmbl CTOPOHBI AOJDKHBI YTBEPAUTH TAKHE

OTKJIOHCHM:I.

4, TpeGoBaHug K CpeACTBaM H3MEPEHHI, BCIOMOTaTEIbHBIM YCTPOWCTBAM,
MaTepuaiaMm:

— [Ipy BBINOJIHEHMM MHCTPYMEHTAIBHOTO KOHTPOJS NMPUMEHSIOT CIEAYIOIINE
CpeACTBa U3MEPEHUH, BCIIOMOTaTEIbHbIE YCTPOUCTBA, MAaTEPUAJIBL:

— 1 mepeHOCHON KoMmbiOTep (HOYTOYK) C TaKTOBOM 4acTOTOM HE MeHee |

[T, oobemoM mamstu He MeHee 4 ['Gaiit, Hanunuuem He MeHee | mopta Gigabit



Ethernet, Hanmuunem onepanmnonnoit cuctemsl (mamee — OC) Linux unmu FreeBSD
n MS Windows Bepcuu 7 u Boite (naiee — HoytOyk);
— uHTepHeT-0003peBarensb Firefox, Chrome, Opera win wux aHaIOTH

(CnytHuk, fAnnexc) B Bepcun He panee 2019 roxa;
— Meroanka TeCTUPOBAHHUS

- [IpoBepka obOecreueHuss W KOHTPOJS JOCTyHa IOJB30BaTejeil B CETh
WuTepHer ¢ QuibTpanueid Bxonadmero M ucxonauiero MurepHer-Tpaduka
KoMnoHeHTa Ycnyr «OrpaHuyeHue JocTyna K HH(OpMalun», 3JIEMEHT

«KonteHTHast GpuiabTpamus».

4.1. B xadecTBe IpPOBEPKU MPOBOJUTCS TECTUPOBAHME (PUIBTPAIMM JOMEHOB
corinacHo 0a3e JAaHHBIX PECYPCOB, OTHOCSUIMXCS K 3alpelleHHbIM KaTEeropusM
(HapKOTHKH, TOPHOTpadusi, TEPPOPU3M, SKCTPEMU3M, HACUJINE, COLMAIbHBIE CETH,
aHOHMMai3eppl WU T.J.) B COOTBETCTBUM C TpeOOBAaHUSMU HOPMATHBHOM

nokyMeHranuen Poccniickon @enepanuu:

- bunokupoBka URL pecypcoB, OTHOCAIIMXCS K 3allpElIEHHBIM KAaTETOPHUSAM, II0
nporokonam HTTP/HTTPS, BHecenHbix B peecTpbl PockomHan3opa, Takue Kak
«EnuHbpii PeecTp 1OMEHHBIX UMEH, YKa3aTelliel CTpaHUL] cauToB B cetu VHTEpHeT
U CETEBBIX aJIPECOB, MO3BOJISAIOIINX HIEHTU(PUIMPOBATH CaiThl B ceTu MHTEpHeT,
cojieprkaiie nHpopmaiuio, pacnpocTpaneHue kotopoit B Poccuiickoit deaeparuu
3aMpeILEeHO», BHECEHHBIX B «PenepanbHbIi CIIUCOK IKCTPEMUCTCKUX MATEPUAIIOB)

MununcrepcTBa roctunmn Poccniickon denepannu.

- bnokupoBka pecypcoB, OTHOCAIIMXCS K 3alpelIeHHBbIM KaTEropusiM, IO

BBOAMMOMY IP-anpecy.

AJNTOPUTM NPOBEPKHU:

— Hactpouts Ha HoyTOyxke IP-anpec, 103 mo yMoa4aHUIO U MacKy MOJCETH,
Ha3zHayeHHbIe A1 nposepsiemoro C30.

— [Hoaxmounts HoyTOyk Kk 000pynoBanuio Mcnonnurens Ha oObEKTE.
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— Hactpouts Ha HoytOyke [P-aapec, IP-anpec nuiro3a mo ymordaHuio U Macky
MIOJICETH B COOTBETCTBUU C TuiaHOM [P-anmpecanuu. JlomoiHUTENBHO HA HOYTOYKE
HacTpouTh |IP-anpec mpokcu-cepBepa B COOTBETCTBUM ¢ MlaHoM [P-anpecanuu u
ycTaHOBUTh (ailn ceptudukata mnpokcu-cepepa. Ilman I[P—anpecanuu wu
MapaMeTpbl MOAKIIOYEHHS JJIsi MPOBEACHHS TMPOBEPKA  MNPEAOCTABIISIETCA

HcnonnurteneM 3aka3uuky Mpy MPOBEICHUH MPOBEPKHU.
— 3anyctuth Ha HoyTOyke unTepHet-0Opaysep.

— Beectu B ampecHyro ctpoky URL pecypca, oTHOcsIErocs K 3ampeniéHHoM
kateropuu (mpuioxkenue Nel). YOoenutncs, 4To JOCTYH K 3alPeIIeHHOMY PeCypCy

3a0JIOKUPOBAH.

- Bectu B anpecnyio ctpoky URL pecypca, oTHOcsmerocs: k pa3peméHHoi

kareropud (npuinoxenue Nel). YOenuTbes, 4To JOCTYIT K PECYPCY pa3pelIEH.

— Beectu B azapecHyro crpoky IP-agpec pecypca, oTHocsmierocs K
3anpeméHHo  kareropuu (mpuwioxkeHue Nel). VYOenutbcsi, 4YTO JOCTYNm K

3aIlPeICHHOMY Pecypcy 3a0JIOKUPOBaH.

— Beectu B azapecHyro crpoky IP-agpec pecypca, oTHocsmierocs K
paspemi€éHHoi kareropuu (npuinoxenue Nel). YOenuTbes, 4To AOCTYN K pecypcy

pas3peLicH.

— Pesynprar npoBepku oTpazuth B IIpoTOkone mpoBeaeHHUs TECTUPOBAHUS

Yenyru (mpunoskenue Ne 6 k TexHuueckoMy 3a1aHHIO).

[Tpunoxenue Ne 1
[Tepeunu URL pecypcoB 1 pa3pelieHHbIX 1 3anpeiieHHbIx |P-anpecos:

1. TIlepeuyenp 3ampeménubix u paspeméadbix URL  pecypcoB  (mpoTokos
HTTP/HTTPS)
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URL pecypca (mpumep criucka) | IP-agpec PesynbTar Kareropus

HoytOyka c | OJ0KHpOBKH

KOTOpPOTO

HPOBOJIUTCS

poBepKa

(oTKpbITas

JIBC):
https://yandex.ru 10.X.X.X He Paspemennsiit pecypc

3a0JIOKUPOBaH

https://vk.com 10.x.X.X 3abnokupoBan | CoumanbHas ceTb
https://www.facebook.com 10.X.X.X 3abnokupoBan | CoumanbHas ceTh
http://pornhub.com 10.xX.X.X 3abnokupoBan | [lopHorpadus
http://worldoftanks.ru 10.x.X.X 3abnokupoBan | Kowmir. urpsl
http://3rm.info/?newsid=26584 | 10.X.X.X 3a0yokupoBaH | -
http://upyachka.ru 10.X.X.X 3abnokupoBan | ocyr

2. [lepeuens 3ampeménnbix U paspeméaabix URL pecypcos (brmokupoBka mo IP-
azpecaM pecypca)

Ip-anpec Caiir IP-anpec Pesynbrar Kareropus
pecypca Hoyrbyka ¢ | GiokupoBKu
KOTOPOTO
HPOBOIUTCS
poBepKa
(oTKpbITas
JIBC):
87.240.131.99 | vk.com 3abnokupoBaH | 3abnoxupoBan | CounanbHast
CeTh
31.13.64.97 www.facebook.com 3abmokupoBan | 3abmokupoBan | ConuanbHast
CeTh
62.240.84.135 | 3rm.info/?newsid=26584 | 3a6mokupoBan | 3a0IOKUPOBAH | -
185.12.241.151 | worldoftanks.ru 3abnokupoBan | 3abnokupoBaH | Komn. urpser
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https://yandex.ru/
https://vk.com/
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https://vk.com/
http://www.facebook.com/
http://3rm.info/?newsid=26584
http://worldoftanks.ru/

4. IIpoBeneHue  NpUEMOYHBIX  MCIOBITAHMH  KOMIIOHEHTa  YCJIyr
«MOHHMTOPHHT U o0ecnieyeHUue 0€30MaACHOCTH CBA3I

- 9JIEMEHT « MEXKCETEBOE SKPAHUPOBAHUE)

- 3JIEMEHT « MOHHUTOPHUHT Ka4yeCTBa MPEIOCTABISIEMbIX YCIYI»

- aneMeHT «3ammmra oT DDOS aTtak»

1. IIpoBepka OJOKUPOBKH 3aMpEIICHHBIX TUIIOB B3aUMOJICCTBUN 3JIEMEHTa YCIyT

«MesxceTeBoe SKpaHUPOBAHUE.
1.1. VYcnoBust 1 MOPSJIOK MPOBEICHUS UCTIBITAHUN

1.1.1. B kadecTBe TpPOBEPKH MPOBOAUTCS TECTUPOBAHUE OJOKUPOBKHU
3aMpelieHHbIX THIIOB B3aUMOJCUCTBHII B COOTBETCTBHHM C HAaCTPOCHHBIMU

MOJIMNTUKAaMU UHPOPMAIIMOHHON 0€30MacHOCTH.

1.1.2. TpeboBaHus K CpeACTBaM H3MEPEHUI, BCIIOMOTAaTEeIbHBIM YCTPOUCTBAM,
MaTepuaam:

1.12.1. Tlpy  BBINOJHEHUH  HHCTPYMEHTAIBHOTO  KOHTPOJIS  MPUMEHSIOT
CIIEYIOIINE CPECTBA U3MEPEHMIA, BCIOMOTaTeNIbHBIE YCTPOMCTBA, MaTepUaJIbL:

— 1 mepeHOCHON KOoMMbIOTEp (HOYTOYK) C TaKTOBOM 4acTOTOM He MeHee |
[T, oobemoMm mamstu He MeHee 4 ['Gaiit, Hanuuuem He meHee |1 mopta Gigabit
Ethernet, nanuuuem omnepanuonHoit cuctemsl (nanee — OC) Linux unu FreeBSD
unu MS Windows Bepcun 7 u Boiiie (nanee — Hoytoyk);

— uHTepHeT-0003peBatenb Firefox, Chrome, Opera wim ux aHanoru
(Cniytuk, Snnekc) B Bepcun He panee 2019 rona;

— IO (yrunura) cmd (koMaHaHAas CTPOKA) YCTAHOBJIIGHHOE Ha Ka)JIOM

Hoyt6yxke B coctaBe OC

1.1.3 JIns mpoBeneHusi mpoBepku HoyTOyk HEOOXOIMMO MOIKIIOYUTH K TOPTY
KPUIITOMApPIIPYTH3aTOpa I OTKPBITOM CETH WIM HampsIMyl0 K KOMMYTaTopy

JOCTYyIA.
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ANTOpUTM NpOBEEHUS IPOBEPKU

—  Hactpouts Ha HoytOyke IP-anpec, IP-aapec nuito3a nmo yMoI4aHuIo U MacKy
MOJICETA B COOTBETCTBUM C IuiaHoM IP-ampecaumu. Ilnanm [IP—agpecanuu u
MapaMeTpbl MOAKJIIOYECHUS IS TPOBEACHUS TPOBEPKH MPEAOCTABIISIETCS

HcnonaureneM 3aka3uuKy NPy IPOBEIECHUN TPOBEPKHU.
—  3amyctuts yTmimty cmd

—  Bsectu xkomanmy ping 192.168.1.1, 2oe 192.168.1.1 — IP-aapec yacTHOM ceTn

kiacca C (ue ucnomns3yemoii B [1nane IP-agpecanuu C30)
- Y06eauTses, 4To AOCTYN K CTOPOHHEHN CETH 3a0JIOKHMPOBAH.
—  3adukcupoBaTh pe3yJbTaT MPOBEPKU

1.2 TlpoBepka 53JIeMEHTOB YCIyrd «MOHHUTOPUHI KadecTBa MPEIOCTaBIISIEMbIX

yciyr» U «3amuta ot DDOS artaky.

1.2.1. B xone oxazanusi Yciayru «MOHUTOpUHT M oOecriedyeHue 0e30macHOCTU
cBs3u» McrnonHuTtens oOecneynBaeT okazaHue Yciayr «MOHUTOPHUHI KadecTBa
MPEIOCTABISIEMBIX YCIyr» U «3ammTa ot DDoS arak» B COOTBETCTBUHM C YCIIOBUSIMU
rocy1apCTBEHHOI'O KOHTpaKTa B X0Jie IpeaocTaBiaeHus Y cayr nocpeactsom ECIT/I
B COOTBETCTBHUM C JCHUCTBYIOIIMMHU TEXHUYECKUMU TOJIUTUKAMH B YaCTH

obOecricueHUss MOHUTOPUHTA U OE30MTaCHOCTH CBSI3H.

1.2.2. JloctaTouHnbiMU (aKTOpamMu IJisi TOATBEPXKIACHUs (akTa OKa3zaHUS YCIyT

ABJIAOTCA:

- OTCYTCTBHUC BIIMSIHUM Ha nepcaadyy AdaHHBbIX, B TOM YHUCIC W Ha AOCTYIIHOCTb

pECypcoB, B TOM 4YHUCIIe€ BCaeaCcTBUE ocyecTBiaeHus DDoS atak.

1.3. Pesynbrathl mpoBepku oTpas3uth B [IpoTokosie MpOBEACHHS TECTHPOBAHUS

Yenyru (mpunoskerne Ne 6 k TexHrnueckoMy 3a71aHUIO).
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http://test.ip.rt.ru/

oT 3aKa3zumnKa:

3amecTuTenb MuHHCTPA

uu(pPoOBOro pa3BUTH, CBSI3U U MACCOBBIX
KoMMyHuKkanuii Poccuiickoii @enepauuu

/.M. Kum /

ot UcnonnuTens:

Crapmuii Bune-IIpe3uaeHT nmo padore ¢
KOPNMOPATHBHBIM H rocy1apCcTBeHHBIM
cermenTamu ITAO «PocTteniexkom»

/B.B.Epmakos/
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